Simplify Connecting to Smarter Manufacturing \/ M OXA®
The Industrial loT Brings Challenges

Various Protocols Various Vulnerabilities

Multiple communication protocols abound in OT and IT In the past, ICS networks were physically isolated

realms, such as fieldbus, proprietary, and open protocols for - ' and almost immune to cyberattacks. However, the

machine-to-machine communication, and RESTful API and Q‘J 4—@ @—p I:I [loT has opened up OT silos to the IT world to

MQTT for IT and cloud applications. The lloT requires the v . expand system and network integration, making cybersecurity

Interﬂperablllty integration of OT and IT—hence, the protocol conversion IT/OT convergence unfortunately vulnerable to
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Easy to Use A variety of wired interface conversions occur in OT and IT, Various networks already exist in the worlds of OT and Industrial REllablllty
GUli including serial-to-serial, serial-to-fiber, fieldbus-to-fiber, @—@ IT, including local area network (LAN), wireless local area = Wide temperature, fanless design
u ’
Wet}. Ul |r.1terfalces Ethernet-to-fiber. With the lloT requiring hyper-agility, an network (WLAN), and wide-area network (WAN). As the = Power/network redundancy
- ICZn ?tljrlatlonf.\llwzards increase in wired-to-wireless conversions only complicates .|I I °{ Q [ | ‘ [ | ‘ — lloT requires more device-to-cloud and sensor-to-cloud = Industrial certifications
= |ndustrial profiles : - . . . — .
operations. o integration, adopting new communication technologies = Free su
'|—|' pport, software updates
= Software tools - - — f— to achieve interconnectivity will actually complicate

network integration.
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3-Layer Security Architecture Based on ISA 99/IEC 62443 Enterpfise Network Enterprise Layer Cloud — Ethernet — Serial Industrial network management software Industrial secure routers
Applications designed for converged automation networks = 8+2G all-in-one firewall/NAT/VPN/router/switch
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access remote sites for maintenance Ethernet Ethernet Bt Gigabit managed = Up to 12 10/100/1000BaseT(X) ports and 4
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Rellable W"'ed and W"‘eless Networks Ethernet Ethernet Thi Pr{:}g L. . . = Up to 24 optical fiber connections (SFP slots) ® Enhanced security features based on the IEC g
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= southbound-to-northbound OT-IT protocol conversion = Easy data acquisition with Modbus APIs and MQTT Fire Panel SDKSs to Azure/Alibaba Cloud . = Embedded traffic monitoring and diagnostic =
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connection is lost

® Supports repackaging the serial data size (up to 4K)
to save the packet numbers that need to be sent to
the cloud platform

when the cloud connection is lost
Security features based on IEC 62443

m Easy-to-use security monitoring and configuration software
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